
Cyber Security Awareness



Technical Support Scams
1. Usually a fake message on your computer screen directing 

you to call a specific number (see real example below).
2. Can also be someone that randomly called you on the 

Telephone.



Technical Support Scams
Protection Strategies

1. VERY IMPORTANT: Never actually call the 
1800 number.

2. Restart computer and run a virus scan.
3. Reset your Browser (to clear cache & junk).
4. NEVER call any number provided to you by a 

random computer pop-up screenshot.
5. Red flags to look for:  
• Screen won’t go away easily.
• Screen tries to scare you.
• Screen has a sense of urgency.



Phishing Scams
▪ Fake emails or phone calls purporting to be from DHL, 
FedEx, Netflix, Amazon, Paypal, Banks, and others.
▪ For the purpose of tricking you into getting access to 
your online bank account, or providing your personal 
details like Passwords, Credit Card Numbers, etc.



Example of Phishing email



Phishing Scams
Protection Strategies

1. NEVER click on a link directly from an informal email or 
phone text message, purporting to be from your bank, 
a courier company, Transurban Tolls, etc. They want 
you to log on to their fake website to steal your 
username & password. Real companies address you by 
your name, and never ask you to click links.

2. NEVER call any number randomly provided to you by a 
computer screenshot.

3. NEVER give your Credit Card number or allow remote 
access of your computer to anyone, unless you initiated 
the contact yourself.

4. Reset your Browser (to clear cache & junk).



Ransomware Threat

• Malicious code infects your computer and encrypts all 
your personal data, making them inaccessible to you 
(photos, PDF’s, all Word/Excel/Powerpoint files, TXT files, 
and much more). The encryption is real, not a bluff, and 
your files are truly inaccessible.

• Then demands that you pay a “fee” (the ransom) or they 
will never release your files back to you. A sense of 
urgency is always included, usually with a countdown 
showing how many hours remaining before your files will 
be lost forever.





Ransomware Threat
Protection Strategies

1. It is critical to have a complete backup of all your important 
personal data (like photos, etc), so that you can recover your 
personal files if you should fall victim to a Ransomware attack. 
Apart from Ransomware file loss, a good thorough backup is 
essential for other reasons as well, such as hard drive failures, fire 
damage, etc. Many people know how to backup files, so if you do 
not know how to backup your files, consult a knowledgeable 
friend or relative as your first port of call.

2. Make sure your computer has active Ransomware protection. 
Some free/cheaper security software don’t include it for free and 
require you to pay to upgrade to include Ransomware. There’s a 
link on that self-help sheet for a very good free Ransomware 
protection software that you can download and install to your 
computer, and is designed to work alongside your existing 
antivirus software.



Hi Mum Scam
• This scam involves the offender sending a text 

message from an unknown mobile number claiming 
to be your son or daughter (or just your “child”). 
Could be via SMS or messaging apps like WhatsApp. 

• The message will say they have lost their phone, 
telling the victim to delete their old number.

• Once the victim replies to the message, the offender 
will make an excuse about how they are unable to 
make a payment before asking to borrow money or 
have a payment made on their behalf.

• The offender will usually state it is a matter of 
emergency before providing details for the payment.





Simpler version of the Hi Mum scam
(The Grandparent Scam)

Scammers will place a call to an older person and say 
something along the lines of: “Hi Grandma, do you know 
who this is?” When the unsuspecting grandparent 
guesses the name of the grandchild the scammer most 
sounds like, the scammer has established a fake identity 
without having done any research.
As with the Hi Mum scam, the fake grandchild will now 
proceed to ask for money to solve some urgent problem 
(medical expense, overdue rent, car repairs, etc).



Hi Mum
Protection Strategies

1. If you get messaged by someone claiming to be your 
son, daughter, relative or friend, start by calling them 
on their original number already stored in your phone 
to confirm if it is indeed no longer in use. If they pick 
up, then you know it's a scam. 

2. Another good idea is just demand that they tell you 
exactly who they are by name, and request a voice or 
video communication rather than just text messages.

3. With the phone version of this scam, try not to give 
out any names if someone wants you to guess who 
they are. Respond defensively by saying “who is this 
please, you don’t sound familiar to me”.



This scam involves receiving a phone call from someone 
purporting to be from the fraud section of Amazon, Google, 

Paypal, Apple, or wherever. They will tell a colourful story about 
how someone tried to hack your account, but they stopped 

them in time, and now they want to confirm that you are the 
real owner of the account before they can reinstate it. They ask 

you to read out a confirmation code that they are sending to you 
right now.  And sure enough, a code arrives on your phone as 

you are speaking to them. The only problem is that the scammer 
didn’t send that code. He used your phone number as the 

username, but then pressed “FORGOT PASSWORD” so he can 
reset your password and steal your account. The website sends a 

code to the registered owner (you) to insure that it is you 
resetting the password. He is just tricking you to tell him that 

confirmation code.

Confirmation Code Scams



Confirmation Code Scams
Protection Strategies

1. If you get contacted by someone that wants to send 
you a confirmation code, they are 100% a scammer. 
Confirmation codes are not used for verbal 
confirmations over the phone. 

2. The code even warns you to never reveal the code to 
ANYONE else. You can even mention this to the 
scammer by saying the code message says not to 
reveal the code to anyone. He will give you a really 
good excuse why he is the exception to that rule, but 
at this point it’s time to say you will be reporting this 
phone call to the authorities, and then hang up.



If your computer is locked, and you are seeing a
“Your computer has been locked” notification, then your

computer is infected with a piece of malware known as Trojan 
Reveton.

There are two variants to this scam, the first one is similar to 
the “Tech Support” scam we already covered, where they 

pretend to be from Micrososft, Apple, Google, etc. The second 
variant appears to come from a law enforcement agency (eg: 

FBI, Australian Federal Police, Metropolitan Police).
The fake alert comes as a browser-based message that tries to 
scare you into paying a “fine”, or to call a remote tech support 
number so the scammer can steal your credit card number by 

charging you for the “support service” they gave you.

Your computer has been locked





Your computer has been locked
Protection Strategy

1. VERY IMPORTANT: Never actually call the 1800 
number.

2. Restart computer and run a virus scan.
3. Reset your Browser (to clear cache & junk).
4. NEVER call any number provided to you by a random 

computer pop-up screenshot.
5. Red flags to look for:  
• Screen won’t go away easily.
• Screen tries to scare you.
• Screen has a sense of urgency.
• Payment is wanted in an unusual way (Ukash, Apple Gift cards, 

Bitcoin, etc).



Compromised Password Scam
(or “pwned” email passwords)

▪ When the password from your username login has been stolen by data 
breaches from legitimate sources, due to their poor cyber security. The 
usernames and passwords are then sold on internet black market websites. 
This has happened to almost every company, including Adobe, Facebook, 
Yahoo, LinkedIn, Mastercard, and hundreds of other sources.
▪ Scammers send an email to the compromised accounts, pretending that  
they are some genius super-villain that hacked your computer, and now have 
access to your email address. As “proof”, they tell you the correct password 
for your email address (most people use the same password everywhere).
▪ Then they pretend that they also used the webcam on your computer to 
video record you in embarrassing situations.
▪ Finally, they try to extort money from you by demanding a Bitcoin payment 
in exchange for them to delete the embarrassing videos of you. Failure to pay 
them, and they threaten to send the embarrassing videos to everybody on 
your email’s contact list.



Compromised Password Scam
Protection Strategy

1. First and foremost, the entire threat is a bluff. There is no 
embarrassing video footage, and they do not have control of your 
computer. They just purchased a list of millions of stolen 
usernames & passwords, and used that information to send 
phony threats to extort money. However, it is disturbing that your 
correct password is in the cyber criminal public domain.

2. If you received such an email threat, with the correct password 
showing, it means that your email address has indeed been 
compromised, and you should immediately change the password.

3. To see if your email account has ever been “pwned”, go to this 
website:   https://haveibeenpwned.com/ and type in your email 
address. It will tell you if it has been breached or not. Here’s a 
screenshot of that website…

https://haveibeenpwned.com/








Important Take-Aways
• Never click links in an email or a text message. Scam links from mobile phone SMS 

messages are getting more dangerous, especially from Android phones.
• Never call any number that appeared in a pop-up screen or text message, trying to scare 

you. These are all fake and only used by scammers.
• Never talk to anyone calling you out of the blue, or messaging you, claiming to be from 

Amazon, Netflix, Ebay, Bank, Courier, Transurban Tolls, etc.
• Never tell anyone any confirmation codes that come through your phone as you are 

talking to the scammer. They are tricking you by using that code to reset your password.
• Be extremely suspicious if the message conveys urgency or incites fear.
• No real company or organisation wants to be paid with Bitcoin or Apple gift cards. Any 

kind of request for these kind of payments is 100% a scam. 
• Don’t antagonise or use foul language when talking to scammers, they can be spiteful and 

can abuse the fact that they know your mobile phone number. Be firm and just let them 
know you are not going to be their victim, and they will just move on to their next target.

• Do not be overly polite, but don’t be rude either. Better to risk offending someone than 
getting your life savings stolen from you. Assume everyone is trying to scam you. Always 
tell suspicious callers that as a precaution you will call them back on the official phone 
number, just in case they might be a scammer. Real employees won’t mind, but a 
scammer will try to talk you out of it. Just hang up if that happens. If they ring back, tell 
them you have already called the police, and they are tracking your calls for you.



Free Downloads

Go to www.ncams.com.au/security.html 
and download:

• This presentation (as a PDF file).
• The link to the free Ransomware Protection 

Software (and free Antivirus if you need it).
• The “pwned” link to check if your email 

account has been compromised.
• Video link showing how to reset your Browser.
• Useful Technology Resource Link for Seniors.

http://www.ncams.com.au/security.html
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